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Attack Category » Path spoofing or confusion problem
Vulnerability Category e Buffer Overflow
« Unconditional
Softwar e Context » Shell Functions
» File Path Management
L ocation » gshlobj.h
Description The destination string buffer for SHGetFol derPath()

and similar functions must be long enough to hold
the return file path. Otherwise, buffer overflows will
occur.

APIs Function Name Comments

SHGetFolderPath

SHGetFolderPathA
SHGetFolderPathAndSubDir

SHGetFolderPathAndSubDirA

SHGetFolderPathAndSubDirwW

SHGetFolderPathw

SHGetSpecia FolderPath
SHGetSpecia FolderPathA

SHGetSpecial FolderPathwW

Method of Attack Buffer Overflow

Exception Criteria

Solutions Solution Solution Solution
Applicability |Description Efficacy

Whenever one | The output Effective.
of theindicated |parameter,
functionsis pszPath, must
used. be at |east
MAX_PATH
characters (not
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bytes, in the
case of wide
characters) in
length.

Signature Details

Examples of Incorrect Code

HRESULT SHGetFolderPath(
HWND hwndOwner,

int nFolder,

HANDLE hToken,

DWORD dwFlags,

LPTSTR pszPath

);

HRESULT SHGetFolderPathAndSubDir(
HWND hwnd,

int csidl,

HANDLE hToken,

DWORD dwFlags,

LPCTSTR pszSubDir,

LPTSTR pszPath

);

BOOL SHGetSpecia FolderPath(
HWND hwndOwner,

LPTSTR IpszPath,

int nFolder,

BOOL fCreate

);

TCHAR szPath[ 17]; // Buffer not

| ar ge enough

i f ( FAI LED( SHGet Fol der Pat h( NULL,
CSI DL_PERSONAL | CSI DL_FLAG_CREATE,
NULL,

0,

szPath))) { /* handle error */ }

Examples of Corrected Code

TCHAR szPat h[ MAX PATH]; // Buffer
correctly sized

i f (FAI LED( SHGet Fol der Pat h( NULL,
CSI DL_PERSONAL| CSI DL_FLAG_CREATE,
NULL,

0,

szPath))) { /* handle error */ }

Sour ce Reference

e http://msdn.microsoft.com/library/default.asp?
url=/library/en-us/shellcc/platform/shell/

reference/functions/shgetfol derpath.asp?

Recommended Resour ces

*  MSDN reference for SHGetFolderPath®
« MSDN reference for
SHGetFol derPathAndSubDir*

* MSDN reference for SHGetSpecial FolderPath®

Discriminant Set

Operating System e Windows

L anguages e C
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